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ï A name identifies what you want,  

 

 ï An address identifies where it is,  

 

and 

 ï An route identifies a way to get there  

John Shoch, 1978 



Talk Outline 

ÁEvolution of Mobile Networks 

ÁService Delivery in Mobile Networks 

ÁA taxonomy of IP mobility   

ÁHandoff optimization ï Use case scenarios 

ÁMeasurement-based mobility model  

ÁConclusions 
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Mobile Wireless Internet: A Scenario  
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Á QoE => Perceived Quality of Service 

Á Network Metrics 

ÅBit rate, delay, jitter, packet loss rate 

ÅPower consumption 

Á Application Metrics 

ÅCall setup delay 

ÅFailed calls, dropped calls, retransmission 

ÅMOS (Mean Opinion Score) for media 

Á Several standards groups é 
Å ITU-T SG12 

Å ITU X.902  (IP Telephony) 

Å IETF ï IPPM, DIFFSERV 

Å 3GPP ï 3GPP TS 32.409 (IMS performance) 

 

Service Delivery Metrics 
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Mobility Taxonomy 
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Use Case:   Cross layer and multiple 

interfaces 
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How  security affect handoff performance   

Á Security protocols have an impact on 

the performances of the network 

Å End-to-end latency 

Å Throughput 

Å Handoff delay 

Å Packet loss 

Á Main components that affect the 

performance 

Å Authentication/authorization, 

Å Key Derivation 

Å Encryption 

Á Security related delays may affect 

all the layers 

ïLayer 2 (e.g., 802.11i, WEP) 

ïLayer 3 (IPSEC/IKE) 

ïUpper Layers (e.g., TLS, 

SRTP) 
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Key principles for security optimization  

ÁNumber of round trip signaling for key derivation process 

need to be minimized 

ÁAvoid the key exchange by maintaining the end-point 
address identifier (e.g., IP address) 

ÁAvoid tear down and re-establishment of Security 
Association (e.g., IPSec Tunnel) 

ÁProactive authentication 

ÁFast re-authentication 

ÁSecurity context transfer between the base stations 

ÁCross layer assisted authentication 

ÅLayer 3 authentication bootstraps layer 2 authentication process 

ÁAnchor-based security association 
ÅClients behind Mobile IP Home Agent are shielded from IP address 

change 

 



Media Independent Pre-authentication - a deployment 

scenario  
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Network-Layer Assisted  

Pre-Authentication 

Á Supports handover across inter-

technology, inter-subnet and 

inter-domain 

 

Á Independent of link-layer 

technology (e.g., 802.11, 

CDMA) 

 

Á No context transfer security 

problems (e.g. no domino effect) 
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Network Pre-authentication Flows 
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Performance (MPA-Non-MPA) ï Single I/F 

 

ÁMPA  

ÅNo packet loss during pre-authentication, 
pre-configuration and pro-active handoff 
before L2 handoff 

ÅOnly 0 packet loss, 4 ms delay during 
handoff mostly transient data 

ïIncludes delay due to layer 2, update 
to delete the tunnel on the router 

ïWe also reduced the layer 2 delay in 
hostap 

Driver 

ïL2 delay depends upon driver and 
chipset 

 

 

 

Ánon-MPA  

ÅAbout 200 packets loss, ~ 4 s during 
handover 

ïIncludes standard delay due to layer 2, 
IP address acquisition, Re-Invite, 
Authentication/Authorization 

ÅCould be more if we have firewalls also 
set up 
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Handoff Delay

~ 18 s
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b. SIP-based Non-optimized handoff 
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  Triple Encapsulation for Mobile VPN 
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Results: Mobile IP-VPN 
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P-CSCF Fast-handoff Experimental Results  

Figure 1: Levels of MMD Optimization 
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                           Example experimental mobility optimization Potential 
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Measurement assisted mobility model  
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IMS-layer control 
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Layer 2 control 
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Resource usage per mobility events 
Sub  

transitions 

Sub-operations Resource Consumption 

Bytes 

exchanged  

 CPU 

samples 

Power  due to 

transmission 

(nano  

joules) 
t00 Layer 2 un-reachability test 43 5 51600 

t01 Layer 3 unreachability 86 3 103200 

t11 Discover layer 2 channel 109 3 130800 

t12 Discover layer 3 subnet 110 4 132000 

t13 Discover server 126 5 540000 

t21 Layer 2 association  99 2 118800 

t22 Router solicitation  70 4 84000 

t23 Domain advertisement 226 4 271200 

t31 Identifier acquisition  1426 5 1711200 

t32 Duplicate address detection  164 6 196800 

t33 Address resolution 60 3 72000 

t41 Layer 2 open authentication 94 3 112800 

t42 Layer 2 EAP 2842 6 3410400 

t43 Four-way handshake 504 4 604800 

t51 Master  key derivation (PMK) 0 10 0 

t52 Session key derivation (PTK) 0 6 0 

t61 Identifier update 204 4 422400 

t62 Identifier verification 148 6 177600 

t63 Identifier mapping 0 8 0 

t64 Binding cache 0 3 0 

t71 Fast binding update 110 3 132000 

t72 Local caching 0 6 0 

t81 Tunneling 60 2 72000 

t82 Forwarding 100 2 120000 

t83 Buffering 120 3 144000 

t91 Local id mapping 40 4 48000 

t92 Multicasting/bicasting 192 2 230400 
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Modeling of handoff  processes ï An example  
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Scheduling of handoff operations 
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C. Proactive operations   

B. Parallel operations ï Level of concurrency =2   

D. Parallel operations ï Level of concurrency = 3    

A. Sequential operations   

Battery

power 

scanning Authentication 4-way 

Handshake

t2 t3 t4 t5

P2 P3 P4

Association

Connected

Mobile

Disconnected

Network 

capacity

CPU

cycles

P1

PA

PB

PC

P0

t1
Disconnection

Network

Discovered

Mobile

authenticated

1 token



QoE metrics ï Driven by measurements 
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ÁIn depth analysis of EPC 

and IMS 

 

ÁReal-Time Session 

Correlation 

 

ÁProactive Notification of 

Alarms 

NetMobility (LTE/EPC and IMS) 



NetMobility Key Features 

Á Drill down from LTE/EPC  and IMS sessions to packet level details 

Á View sessions for S1 and X2 based handoffs  

Á Show loads on network entities such as MME, SGW, eNodeB, P-

CSCF, etc. 

Á View aggregate registration and re-registration rates and latencies 

Á Troubleshoot failed sessions, performance problems, security 

alarms, etc. 

Á Record and re-analyze several days worth of raw traffic 

Á Integrated with NIKSUN product family that monitors related 

applications and protocols 

Á Fully customizable displays, alarms and reports 

Á Intuitive GUI interface minimizes learning curve to minutes 

Á Statistical analysis for terabytes of data 
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Non-LTE Access 

Å Monitoring traffic   at         

  control and user planes  

Å Monitoring  tunnels  and 

  pair performance 

ÅCorrelating traffic to       

mobile device  

Å Handover and roaming 

ÅRegistration/Admission 

Control on AAA  server 

Å  IP multimedia services 

Data Center/IMS 

Mobile CORE/EPC 

Access & backhaul 

UE UE 

Monitoring Point 

SGW SGW 

MME 

I/S-CSCF 

Uu 

Internet 

Gm 

S1-MME 

 

 

 

3G Access 

RNC 

P-CSCF 

NetMobility Deployment 




