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NiKSUN

I A name identifies what you want,
I An address identifies where It IS,

and
I An route identifies a way to get there

John Shoch, 1978
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A A taxonomy of IP mobility
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Evolution of mobility protocols
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Mobile Wireless Internet: A Scenario
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Service Delivery Metrics

A QOE => Perceived Quality of Service
A Network Metrics
A Bit rate, delay, jitter, packet loss rate
A Power consumption
A Application Metrics
A Call setup delay
A Failed calls, dropped calls, retransmission
A MOS (Mean Opinion Score) for media

A Several standards groups €
A ITU-T SG12
A ITU X.902 (IP Telephony)
A IETFi IPPM, DIFFSERV
A 3GPP i 3GPP TS 32.409 (IMS performance)
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Mobility Taxonomy
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Use Case: Cross layer and multiple
Interfaces NiKSUN
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Mobllity lllustration in a sample IP-based network
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System decomposition of handover process
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How security affect handoff performance
NiKSUN

A Security protocols have an impact on
the performances of the network Layer 4

A End-to-end latency

A Throughput Layer 3
A Handoff delay .
A Security

Packet loss Association /| Layer 2

A Main components that affect the
performance
A Authentication/authorization, .
ey
Auth

A Key Derivation entication
A Encryption

A Security related delays may affect
all the layers

I Layer 2 (e.g., 802.11i, WEP)
I Layer 3 (IPSEC/IKE)

I Upper Layers (e.g., TLS,
SRTP)




Key principles for security optimization aiksth

A Number of round trip signaling for key derivation process
need to be minimized

A Avoid the key exchange by maintaining the end-point
address identifier (e.g., IP address)

A Avoid tear down and re-establishment of Security
Association (e.g., IPSec Tunnel)

A Proactive authentication
A Fast re-authentication
A Security context transfer between the base stations

A Cross layer assisted authentication
A Layer 3 authentication bootstraps layer 2 authentication process

A Anchor-based security association

A Clients behind Mobile IP Home Agent are shielded from IP address
change



Media Independent Pi&uthentication a deployment

scenario NIKSUN
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Network-Layer Assisted

L NiKSUN
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Performance (MPA-Non-MPA) 1 Single I/F

A MPA
A No packet loss during pre-authentication,

pre-configuration and pro-active handoff
before L2 handoff

A Only 0 packet loss, 4 ms delay during
handoff mostly transient data

T Includes delay due to layer 2, update
to delete the tunnel on the router

T We also reduced the layer 2 delay in
hostap

Driver

I L2 delay depends upon driver and
chipset

A non-MPA
A About 200 packets loss, ~ 4 s during
handover

T Includes standard delay due to layer 2,
IP address acquisition, Re-Invite,
Authentication/Authorization

A Could be more if we have firewalls also
set up
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Optimized handoff delay with MPA (Multiple I/F)

NiKSUN
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Triple Encapsulation for Mobile VPN

Internal (protected)

P

i-MIP tunnel

N

&

VPN
GW

NiKSUN

External (unprotected)

External
Network 1

Internal
Home

P et

Internal
Visited
Network

VPN tunnel |
| I

External
Network N

~

N

Based on its cu 'ocation, MN dynamically establishes/changes/terminates tunnels
without changing current standards of IPsec VPN or Mobile IP.
Triple encapsulation  tunnel is constructed by:

A i-HA (Internal Home Agent) Forwards | P packets to MNOs curre
A VPN GW: Protects (encrypts and authenticates) IP packets transmitted in external networks
A x-HA (External Home Agent) Forwards | P packets to MNOG6sS curr e



Results: Mobile IP-VPN
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Handoff Optimization in IMS/MMD Network

[ AAA/HSS Optimization

NiKSUN
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P-CSCF Fast-handoff Experimental Results
NiKSUN
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Optimal mobility system design

Scheduling
of handover
operations

Relevant
optimization
principles

Example experimental mobility optimization
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Measurement assisted mobility model
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Resource usage per mobility events
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Modeling of handoff processes i An example
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Scheduling of handoff operations
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QOE metrics 1 Driven by measurementlakswl
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NetMobility (LTE/EPC and IMS) NiKSUN

A In depth analysis of EPC

| NetDetector/NetVCR
and IMS [ —
A Real-Time Session TR
Correlation ' =
Mobile .= !
Devices
eNodeB"
A Proactive Notification of sewﬂ, |
Alarms
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NetMobility Key Features NiKSUN

Drill down from LTE/EPC and IMS sessions to packet level details
View sessions for S1 and X2 based handoffs

Show loads on network entities such as MME, SGW, eNodeB, P-
CSCF, etc.

View aggregate registration and re-registration rates and latencies

Troubleshoot failed sessions, performance problems, security
alarms, etc.

Record and re-analyze several days worth of raw traffic

Integrated with NIKSUN product family that monitors related
applications and protocols

Fully customizable displays, alarms and reports
Intuitive GUI interface minimizes learning curve to minutes
Statistical analysis for terabytes of data



NetMobility Deployment
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